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General Data Protection Regulation (GDPR)

Extracted from medium.com, courtesy of ServeIT 

https://medium.com/@cricketsn/gdpr-how-sitecore-gets-around-it-52ccb38db775


How can I exercise my rights?

These rights, combined with the transparency and accountability measures imposed on 
organisations, aim to strike a balance between the interests of data subjects and the 
legitimate needs of businesses and institutions in the digital age.

Technological gap between 
regulation & tools for rights 

exercising

Organisations:

● Unintuitive/inaccessible tools
● Manual processes

Users:

● Time consuming
● Inconsistent across platforms
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Data Rights Protocol

https://datarightsprotocol.org/

Based on California Consumer 
Privacy Act (CCPA) – only covers 
rights to :

● Opt-in/opt-out
● Delete
● Access

Lack of standard vocabularies to 
record information about rights 
being exercised

https://datarightsprotocol.org/


Data Privacy Vocabulary (DPV)

https://w3id.org/dpv

● Developed by the W3C Data 
Privacy Vocabularies and 
Controls Community Group 
(DPVCG)

● Defines a jurisdiction-agnostic 
ontology for expressing 
metadata about the processing 
of personal data

● Provides hierarchical 
taxonomies, from abstract to 
more specific concepts, to 
instantiate specific concepts in 
practical use-cases

● Has law-specific extensions

https://w3id.org/dpv


Other semantic standards

W3C Open Digital Rights Language (ODRL)

https://www.w3.org/TR/odrl-model/

https://www.w3.org/TR/vocab-dcat-3/

http://www.w3.org/TR/prov-o/

http://purl.org/dc/terms/

https://www.w3.org/TR/odrl-model/
https://www.w3.org/TR/vocab-dcat-3/
https://www.w3.org/TR/prov-o/
http://purl.org/dc/terms/
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Rights exercise and management

1) Linking personal data processing 
activities to applicable rights

2) Providing notices related to said 
rights

3) Documenting activities related to the 
exercise of rights

4) GDPR rights as executable requests

http://w3id.org/people/besteves/rights

http://w3id.org/people/besteves/rights


Processing activities & rights



Notices

State of the art ‘Justifications’ taxonomy with 62 terms

Vs

8 terms in Data Rights Protocol

https://w3id.org/dpv/justifications

https://w3id.org/dpv/justifications


Records of activities



Rights as executable policies
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Conclusions & future work

Machine-interpretable and executable model to represent information regarding data subject 
rights, concepts to justify their fulfilment or non-fulfilment, notices to communicate about 
them with other entities, records for auditing and policies for automated execution of responses 
to rights requests, based on the GDPR.

Validated by legal experts in DPV and integrated as guidance document on DPVCG’s outputs.

● Integrate with Data Rights Protocol or Advanced Data Protection Control (ADPC)

● Develop GDPR-compliant by design rights management infrastructure for Data 
Spaces and European Digital Identity (EUDI) wallets

http://w3id.org/people/besteves/rights

http://w3id.org/people/besteves/rights
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